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Dennis Miralis Darren Pham

the Criminal Code Act 1995 (Cth); the National Health Act 1953 
(Cth); the Telecommunications Act; the Health Records Act 
2001 (VIC); the Health Records; and the Workplace Surveillance 
Act 2005 (NSW).2

1.4	 What authority(ies) are responsible for data 
protection? 

The Office of the Australian Information Commissioner 
(‘OAIC’) is an independent statutory agency which is endowed 
with functions under the Privacy Act and other legislation 
relating to data protection.

The Australian Communications and Media Authority 
(‘ACMA’) is the regulatory authority charged with enforcing 
the DNCRA and Spam Act, as well as having other functions 
under the Telecommunications Act. 

The Commonwealth Attorney-General’s Department has 
responsibilities under the Telecommunications (Interception 
and Access) Act 1974 (Cth).  In coordination with the OAIC, 
the National Health and Medical Research Council has issued 
several binding guidelines in respect of privacy concerning 
health-related information. 

The Australian Transaction Reports and Analysis Centre 
is the agency responsible for administering the Anti-Money 
Laundering and Counter-Terrorism Financing Act. 

Various state and territory authorities also regulate privacy 
law issues in those jurisdictions.  These include: the ACT 
Information Privacy Commissioner; the NSW Information 
and Privacy Commission; the Office of the Information 
Commissioner for the Northern Territory; the QLD Office of 
the Information Commissioner; the South Australian Privacy 
Committee; the Tasmanian Ombudsman; the Office of the 
Victorian Information Commissioner; and the Office of the 
Information Commissioner for Western Australia.

22 Definitions

2.1	 Please provide the key definitions used in the 
relevant legislation:

■	 “Personal Data”
	 The analogous term used in the Privacy Act is ‘personal 

information’.  This is defined in section 6 of the Privacy 
Act to mean information or an opinion about an iden-
tified individual or an individual who is reasonably 
identifiable:
■	 whether the information or opinion is true or not; 

and

12 Relevant Legislation and Competent 
Authorities

1.1	 What is the principal data protection legislation?

In Australia, there is data protection legislation at a state, terri-
tory and federal level.  At the federal level, the principal data 
protection legislation is the Privacy Act 1988 (Cth) (‘Privacy 
Act’), including the Australian Privacy Principles (‘APPs’).

1.2	 Is there any other general legislation that impacts 
data protection?

The Do Not Call Register Act 2006 (Cth) (‘DNCRA’) and Spam 
Act 2003 (Cth) (‘Spam Act’) set out limits to direct marketing 
activities.  At the state and territory level, the legislation 
concerned with data protection includes, for example: the 
Information Privacy Act 2014 (Australian Capital Territory); 
the Privacy and Personal Information Protection Act 1998 
(New South Wales, ‘NSW’); the Information Privacy Act 2009 
(Queensland, ‘QLD’); the Personal Information and Protection 
Act 2004 (Tasmania); and the Privacy and Data Protection Act 
2014 (Victoria, ‘VIC’).

1.3	 Is there any sector-specific legislation that 
impacts data protection?

Privacy issues specific to the telecommunications sector 
are contained within the Telecommunications Act 1997 (Cth) 
(‘Telecommunications Act’) and the Telecommunications 
(Interception and Access) Act 1979 (Cth).

Information related to healthcare is further protected under 
the My Health Records (‘MHR’) Act 2012 (Cth) and the Healthcare 
Identifiers Act 2010 (Cth).  A multiplicity of state legislation also 
exists in relation to the protection of health-based privacy.

Businesses in industries such as financial services and 
gambling must comply with the Anti-Money Laundering and 
Counter-Terrorism Financing Act 2006 (Cth) and the Anti-
Money Laundering and Counter-Terrorism Financing Rules. 

The Security of Critical Infrastructure Act 2018 (Cth) applies 
to organisations that own or operate (or hold a direct interest 
in) assets in a range of sectors, including communications, 
energy, defence, financial services, transport, data processing 
or storage, supermarket/grocery supply chains, health and 
medical, education and space.1

Other examples of state, territory and federal legislation 
that relate to specific data protection or activities include: 
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■	 “Processor”
	 Whilst the term ‘processor’ is not used in the Privacy 

Act, the APPs naturally apply to APP entities to the extent 
that they hold personal information.  According to the 
OAIC, this is sufficiently broad to encompass outsourced 
serviced providers which, for example, in Europe might 
be considered ‘processors’.

■	 “Data Subject”
	 The Privacy Act regulates the processing of personal 

information about individuals, defined in section 6 to 
mean natural persons.

■	 “Sensitive Personal Data”/“Special Categories of 
Personal Data”

	 The Privacy Act defines ‘sensitive information’ as infor-
mation or an opinion about an individual’s:
■	 racial or ethnic origin; 
■	 political opinions; 
■	 membership of a political association; 
■	 religious beliefs or affiliations; 
■	 philosophical beliefs; 
■	 membership of a professional or trade association; 
■	 membership of a trade union; 
■	 sexual orientation or practices; or
■	 criminal record,

	 that is also personal information or:
■	 health information about an individual; 
■	 genetic information about an individual that is not 

otherwise health information; 
■	 biometric information that is to be used for the 

purpose of automated biometric verification or bio- 
metric identification; or

■	 biometric templates.
■	 “Data Breach”
	 For the purposes of the Privacy Act, an ‘eligible data 

breach’ occurs where there is unauthorised access to, 
or unauthorised disclosure of, certain information and 
a reasonable person would conclude that the access or 
disclosure would be likely to result in serious harm to any 
of the individuals to whom the information relates.

■	 “Collects”
	 As defined in section 6 of the Privacy Act, an entity 

collects personal information only if this is done for 
inclusion in a record or generally available publication.

■	 “De-identified”
	 Personal information is de-identified if it is no longer 

about an identified individual or an individual who is 
reasonably identifiable.  De-identification involves two 
steps.  The first is the removal of direct identifiers.  The 
second is taking one or both of the following additional 
steps:
■	 the removal or alteration of other information that 

could potentially be used to re-identify an individual; 
and/or

■	 the use of controls and safeguards in the data access 
environment to prevent re-identification.

■	 “Employee Record”
	 The Privacy Act defines an ‘employee record’ as a record 

of personal information relating to the employment of 
the employee.  Examples of personal information relating 
to the employment of the employee are health informa-
tion about the employee and personal information about 
all or any of the following:
■	 the engagement, training, disciplining or resignation 

of the employee;
■	 the termination of the employment of the employee;

■	 whether the information or opinion is recorded in a 
material form or not.

■	 “Processing”
	 The Privacy Act does not refer to ‘processing’ but regu-

lates ‘dealing with’ personal information in terms of ‘use’ 
and ‘disclosure’ (see Part 3 of the APPs).  Though both 
terms are not defined in the Privacy Act, the OAIC indi-
cates that:
■	 ‘Use’ means the handling or undertaking of activity 

in respect of information within its effective control.
■	 ‘Disclose’ means to make information accessible 

to others outside the entity and to release subse-
quent handling of such information from the entity’s 
control.  The state of mind or intentions of the recip-
ient does not affect the act of disclosure.  Further, there 
will be a disclosure in these circumstances even where 
the information is already known to the recipient.

■	 “Controller”
	 The Privacy Act does not refer to ‘controllers’ but rather 

covers the information-processing activities of APP 
entities.  An APP entity is defined to be an agency or 
organisation. 

	 An ‘organisation’ is defined to be:
■	 an individual (including a sole trader);
■	 a body corporate;
■	 a partnership;
■	 any other unincorporated association; or
■	 a trust,

	 unless it is a small business operator, registered political 
party, state or territory authority or a prescribed instru-
mentality of a state.

	 ‘Agency’ refers to Australian Government (and Norfolk 
Island Government) agencies but does not include state 
and territory agencies.  An ‘agency’ is defined to be:
■	 a Minister;
■	 a Department;
■	 a body (whether incorporated or not) or a tribunal, 

established or appointed for a public purpose by or 
under a Commonwealth enactment, not being:
■	 an incorporated company, society or association; or
■	 an organisation that is registered under the Fair 

Work (Registered Organisations) Act 2009 or a 
branch of such an organisation;

■	 a body established or appointed by the Governor-
General or by a Minister, other than by or under a 
Commonwealth enactment;

■	 a person holding or performing the duties of an office 
established by or under, or an appointment made 
under, a Commonwealth enactment, other than a 
person who, by virtue of holding that office, is the 
Secretary of a Department;

■	 a person holding or performing the duties of an 
appointment, being an appointment made by the 
Governor-General or by a Minister, other than under 
a Commonwealth enactment;

■	 a federal court;
■	 the Australian Federal Police;
■	 a Norfolk Island agency;
■	 the nominated Australian Government Health 

Service company;
■	 an eligible hearing service provider; or
■	 the service operator under the Healthcare Identifiers 

Act 2010.
	 A person shall not be taken to be an agency merely 

because the person is the holder of, or performs the duties 
of, certain offices, such as a judicial office or of an office of 
magistrate.
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An organisation or small business operator also has an 
Australian link if all of the following apply:
■	 the organisation or operator is not described in subsec-

tion 2; and
■	 the organisation or operator carries on business in 

Australia or an external territory.
However, section 6A of the Privacy Act dictates that the APPs 

will not be breached by any conduct external to Australia that 
is required by an applicable foreign law.

3.2	 Do the data protection laws in your jurisdiction 
carve out certain processing activities from their 
material scope?

Pursuant to section 16 of the Privacy Act, the APPs do not apply 
to the collection, holding, use or disclosure of personal infor-
mation by an individual, or personal information held by an 
individual, only for the purposes of, or in connection with, his/
her personal, family or household affairs.

42 Key Principles

4.1	 What are the key principles that apply to the 
processing of personal data?

■	 Transparency
	 The object of APP 1 is to ensure that APP entities manage 

personal information in an open and transparent way.  
An APP entity must take such steps as are reasonable in 
the circumstances to implement practices, procedures 
and systems relating to the entity’s functions or activi-
ties that:
■	 will ensure that the entity complies with the APPs 

and a registered APP code (if any) that binds the 
entity; and

■	 will enable the entity to deal with inquiries or 
complaints from individuals about the entity’s 
compliance with the APPs or such a code.

	 An APP entity must have a clearly expressed and up-to-
date policy (‘APP privacy policy’) about the manage-
ment of personal information by the entity.  An APP 
entity must also take such steps as are reasonable in the 
circumstances to make its APP privacy policy available 
free of charge and in such form as is appropriate.

■	 Lawful basis for processing
	 Broadly speaking, the lawful basis upon which an 

entity may process personal data is the consent of the 
individual.  However, the majority of the APPs contain 
limitations or extensions relating to the application of 
Commonwealth laws, records and/or agreements.  APP 
3.5 specifies that personal information may only be 
collected by lawful and fair means.

■	 Purpose limitation
	 Pursuant to APP 6, where an entity has collected personal 

information for a particular person, that informa-
tion cannot then be used or disclosed for any further 
purpose other than with consent of the individual.  This 
is limited, however, by certain defined exceptions, such 
as where the individual would hold a reasonable expec-
tation of disclosure, where disclosure is required/author-
ised by a court or tribunal, or where a certain permitted 
health situation exists (See APPs 6.2 and 6.3).

■	 Data minimisation
	 The APPs address data minimisation in a piecemeal 

approach, combining a prohibition on reallocation of the 

■	 the terms and conditions of employment of the 
employee;

■	 the employee’s personal and emergency contact 
details;

■	 the employee’s performance or conduct;
■	 the employee’s hours of employment;
■	 the employee’s salary or wages;
■	 the employee’s membership of a professional or trade 

association;
■	 the employee’s trade union membership;
■	 the employee’s recreation, long service, sick, 

personal, maternity, paternity or other leave; or
■	 the employee’s taxation, banking or superannuation 

affairs.
■	 “Holds”
	 An entity holds personal information if the entity has 

possession or control of a record that contains the 
personal information.

■	 “Identification Information”
	 Identification information about an individual means:

■	 the individual’s full name; 
■	 an alias or previous name of the individual; 
■	 the individual’s date of birth; 
■	 the individual’s sex; 
■	 the individual’s current or last known address and 

two previous addresses (if any); 
■	 the name of the individual’s current or last known 

employer; or
■	 if the individual holds a driver’s licence – the individ-

ual’s driver’s licence number.
■	 “Record”
	 A record includes a document or an electronic or other 

device. It does not, however, include: 
■	 generally available public information;
■	 anything kept in a library, art gallery or museum for 

the purposes of reference, study or exhibition;
■	 Commonwealth records in the open access period;
■	 records in the care of the National Archives of 

Australia;
■	 documents placed in the memorial collection of the 

Australian War Memorial; or
■	 letters or articles transmitted by post.

32 Territorial and Material Scope

3.1	 Do the data protection laws apply to businesses 
established in other jurisdictions? If so, in what 
circumstances would a business established in another 
jurisdiction be subject to those laws?

Section 5B(1A) of the Privacy Act extends its application to acts 
done, or practice engaged in, outside Australia and the external 
territories by an organisation or small business operator with 
an Australian link.  An organisation or small business operator 
has an Australian link if the organisation or operator is:
■	 an Australian citizen; 
■	 a person whose continued presence in Australia is not 

subject to a limitation as to time imposed by law; 
■	 a partnership formed in Australia or an external territory; 
■	 a trust created in Australia or an external territory; 
■	 a body corporate incorporated in Australia or an external 

territory; or
■	 an unincorporated association that has its central 

management and control in Australia or an external 
territory.
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52 Individual Rights

5.1	 What are the key rights that individuals have in 
relation to the processing of their personal data?

■	 Right of access to (copies of) data/information about 
processing

	 Pursuant to APP 12, if an APP entity holds personal infor-
mation about an individual, the entity must, on request 
by the individual, give the individual access to the infor-
mation.  The APP entity is not required to give the indi-
vidual access to the personal information in certain 
circumstances set out in APP 12.3, including where 
giving access would be unlawful, have an unreasonable 
impact on the privacy of other individuals, or would pose 
a serious threat to the life, health or safety of any indi-
vidual, or to public health or public safety.

■	 Right to rectification of errors
	 Pursuant to APP 13, if an APP entity holds personal infor-

mation about an individual and either:
■	 the entity is satisfied that, having regard to a purpose 

for which the information is held, the information 
is inaccurate, out-of-date, incomplete, irrelevant or 
misleading; or

■	 the individual requests the entity to correct the 
information,

	 the entity must take such steps (if any) as are reason-
able in the circumstances to correct that information to 
ensure that, having regard to the purpose for which it is 
held, the information is accurate, up-to-date, complete, 
relevant and not misleading.

■	 Right to deletion/right to be forgotten
	 Where an APP entity holds personal information about 

an individual and the entity no longer needs the infor-
mation for any purpose for which the information may be 
used or disclosed by the entity, APP 11.2 requires that the 
APP entity take reasonable steps to destroy the informa-
tion or to ensure that it is deidentified.  This is subject to 
the information not being contained in a Commonwealth 
record and the APP entity not being required by or under 
an Australian law, or a court/tribunal order, to retain the 
information.

■	 Right to object to processing
	 In practice, an individual’s power to restrict processing 

of their personal information is limited to their initial 
withholding of consent to the collection of such informa-
tion.  APP 2 permits individuals to use a pseudonym or 
not identify themselves when dealing with an APP entity 
(unless required/permitted by law, or if this would be 
impractical).  Additionally, APP 5 requires that individ-
uals be notified before (or as soon as practicable after) 
their personal information is collected, thereby giving 
them the opportunity to object to such collection by 
disengaging with the entity.

■	 Right to restrict processing
	 Whilst the APPs impose certain restrictions on how 

personal information can be dealt with (such as those 
relating to the purpose for which information is held (APPs 
3 and 6)), there is no right bestowed on individuals to 
restrict the manner with which their information is dealt.  
Any such control held by an individual is largely relin-
quished upon the initial giving of consent to its collection.

■	 Right to data portability
	 A broad right to data portability does not presently exist 

under Australian law (although, pursuant to APP 12, 

purpose for holding information without consent (APP 
6), limiting the collection of information to that which is 
reasonably necessary for the function in question (APP 3), 
and mandating destruction/de-identification where no 
purpose for use or disclosure of the information remains 
(APP 11).

■	 Proportionality
	 Pursuant to APP 3, an APP entity may only collect personal 

information to the extent that it is reasonably necessary 
for, or directly related to, one or more of the entity’s func-
tions or activities.  For sensitive information, collection 
further requires the individual’s consent.

■	 Retention
	 APP 11.2 requires an APP entity to take such steps as are 

reasonable in the circumstances to destroy or de-identify 
personal information it holds about an individual when:
■	 the entity no longer needs the information for any 

purpose for which the information may be used or 
disclosed by the entity under this Schedule; 

■	 the information is not contained in a Commonwealth 
record; and

■	 the entity is not required by or under an Australian law 
or a court/tribunal order to retain the information.

■	 Accuracy
	 APP 10.1 requires an APP entity to take such steps (if any) 

as are reasonable in the circumstances to ensure that the 
personal information that the entity collects is accurate, 
up-to-date and complete.  Pursuant to APP 10.2, an APP 
entity must also take such steps (if any) as are reasonable 
in the circumstances to ensure that the personal infor-
mation that the entity uses or discloses is, having regard 
to the purpose of the use or disclosure, accurate, up-to-
date, complete and relevant.

■	 Dealing with unsolicited personal information
	 Where an APP entity receives unsolicited personal infor-

mation, APP 4 requires that the entity must, within a 
reasonable period after receiving the information, deter-
mine whether the entity could have collected the infor-
mation under APP 3 if the entity had solicited the infor-
mation.  If the APP entity determines that the entity 
could not have collected the personal information, and 
the information is not contained in a Commonwealth 
record, the entity must, as soon as practicable, but only if 
it is lawful and reasonable to do so, destroy the informa-
tion or ensure that the information is deidentified.

■	 Crossborder disclosure of personal information
	 Unless authorised, entities that intend to disclose 

personal information in a cross-border context must, 
pursuant to APP 8, take reasonable steps to ensure that 
the foreign entity receiving such information complies 
with the APPs.  This is subject to exceptions, such as 
where that foreign entity is subject to a similar privacy 
regime under foreign law, or the information is being 
disclosed pursuant to a treaty obligation.

■	 Government-related identifiers
	 APP 9 prohibits (with certain exceptions) the adoption, 

use or disclosure of government-related identifiers for 
individuals, by non-government organisations.

■	 Security of personal information
	 Pursuant to APP 11, if an APP entity holds personal infor-

mation, the entity must take such steps as are reasonable 
in the circumstances to protect the information from 
misuse, interference and loss, and from unauthorised 
access, modification or disclosure.
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personal information of an individual under the age of 18 must 
decide if the individual has the capacity to consent on a case-by-
case basis.  As a general rule, an individual under the age of 18 
has the capacity to consent if they have the maturity to under-
stand what is being proposed.  If they lack maturity, it may be 
appropriate for a parent or guardian to consent on their behalf.

If it is not practical for an organisation or agency to assess 
the capacity of individuals on a case-by-case basis, as a general 
rule, an organisation or agency may assume an individual over 
the age of 15 has capacity, unless they are unsure.

72 Registration Formalities and Prior 
Approval

7.1	 Is there a legal obligation on businesses to 
register with or notify the data protection authority 
(or any other governmental body) in respect of its 
processing activities?

There is no legal obligation on businesses to register with 
or notify the OAIC or any other bodies in relation to their 
data-processing activities in general.  Specific obligations 
arise when eligible data breaches occur, as detailed in section 
16.  However, the OAIC has issued guidance to assist APP enti-
ties to prepare responses to any such breaches.

There is an option to ‘opt-in’ for small businesses and 
not-for-profits to good privacy practices and be covered under 
the Privacy Act.  Allowing for increase in consumer confidence 
and trust. 

7.2	 If such registration/notification is needed, must 
it be specific (e.g., listing all processing activities, 
categories of data, etc.) or can it be general (e.g., 
providing a broad description of the relevant 
processing activities)?

This is not applicable in Australia – please see response to 
question 7.1.

7.3	 On what basis are registrations/notifications 
made (e.g., per legal entity, per processing purpose, 
per data category, per system or database)?

This is not applicable in Australia – please see response to 
question 7.1.

7.4	 Who must register with/notify the data 
protection authority (e.g., local legal entities, foreign 
legal entities subject to the relevant data protection 
legislation, representative or branch offices of foreign 
legal entities subject to the relevant data protection 
legislation)?

This is not applicable in Australia – please see response to 
question 7.1.

7.5	 What information must be included in the 
registration/notification (e.g., details of the notifying 
entity, affected categories of individuals, affected 
categories of personal data, processing purposes)?

This is not applicable in Australia – please see response to 
question 7.1.

individuals can request a copy of their personal infor-
mation held by an APP entity).  However, the Australian 
Government is actively moving to progressively legislate 
this right – to be known as ‘consumer data right’ (‘CDR’) 
– into Australian law.  The Australian Competition and 
Consumer Commission will be the lead regulator of CDR.

■	 Right to withdraw consent
	 The OAIC’s APP guidelines indicate that consent must be 

current and specific.  This includes enabling an individual 
to withdraw their consent at any time, which should be 
an easy and accessible process.  Once an individual has 
withdrawn consent, an APP entity can no longer rely on 
that past consent for any future use or disclosure of the 
individual’s personal information.  Individuals should be 
made aware of the potential implications of withdrawing 
consent, such as no longer being able to access a service.

■	 Right to object to marketing
	 APPs 7.2 and 7.3 require APP entities using personal infor-

mation to engage in direct marketing to provide a simple 
means by which individuals may easily request to not 
receive such communications.  If such a request is made, 
the entity must cease direct marketing to the individual.

■	 Right protecting against solely automated decision- 
making and profiling

	 A broad right addressing the right of individuals to be 
informed regarding the existence of solely automated 
decision-making and profiling does not presently exist 
under Australian law.

■	 Right to complain to the relevant data protection 
authority(ies)

	 The OAIC is empowered to receive individual complaints 
about the handling of personal information. It can also 
recognise external dispute-resolution schemes that 
handle particular privacy-related complaints.  For 
example, if an individual’s privacy complaint is about a 
bank in Australia, he or she can contact the Australian 
Financial Complaints Authority.

■	 Right to anonymity
	 Pursuant to APP 2, individuals must have the option of 

not identifying themselves or using a pseudonym when 
dealing with APP entities, unless that entity is required/
authorised by law to deal with individuals who have 
identified themselves, or if dealing with non-identified 
individuals would be impracticable.

■	 Right to notification
	 Pursuant to APP 5, APP entities must notify individuals 

about the collection of their personal information before, 
or as soon as practicable after, it occurs.

5.2	 Please confirm whether data subjects have the 
right to mandate not-for-profit organisations to seek 
remedies on their behalf or seek collective redress. 

There is no express provision addressing data subjects having 
the right to mandate not-for-profit organisations to seek reme-
dies on their behalf or seek collective redress.  However, a 
representative complaint may be lodged under section 36 of 
the Privacy Act if the conditions of section 38 of the Privacy 
Act are satisfied. 

62 Children’s Personal Data

6.1	 What additional obligations apply to the 
processing of children’s personal data?

According to the OAIC, an organisation or agency handling the 
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one within the entity.  For larger organisations, it would be 
expected that the Privacy Officer would be at a senior level that 
reports to the highest management level.’5

8.2	 What are the sanctions for failing to appoint a 
Data Protection Officer where required?

Currently, in Australia, there are no formal sanctions for 
failing to appoint a Data Protection Officer or Privacy Officer.

8.3	 Is the Data Protection Officer protected 
from disciplinary measures, or other employment 
consequences, in respect of his or her role as a Data 
Protection Officer?

In Australia, there is no specific legislation that outlines 
protections or safeguards for Privacy Officers or Data 
Protection Officers during their course of employment.  
However, according to best practice within government agen-
cies, a Privacy Officer will not be held personally responsible 
for non-compliance with the Australian Government Agency 
Privacy Code.6

8.4	 Can a business appoint a single Data Protection 
Officer to cover multiple entities? 

According to best industry practice by government agencies, a 
Data Protection Officer or Privacy Officer may be appointed to 
act for a group of companies or a public authority.  However, it 
is understood that depending on an organisations size, func-
tions and structure, an organisation may decide to appoint 
more than one Data Protection Officer/Privacy Officer.7

8.5	 Please describe any specific qualifications for the 
Data Protection Officer required by law. 

Under Australian legislation, there are no prescribed academic 
or working background qualifications to be a Data Protection 
Officer or Privacy Officer.8

8.6	 What are the responsibilities of the Data 
Protection Officer as required by law or best practice?

The OAIC recommends that Privacy Officers regularly report 
to their entity’s governance body.  In relation to best practice 
for government agencies, the OAIC recommends that Privacy 
Contact Officers should be at least at the executive level and: 
■	 participate in the development of initiatives with a 

privacy impact; 
■	 advise on the application of the Privacy Act; 
■	 handle or supervise the handling of privacy complaints; 
■	 train staff in relation to relevant aspects of the Privacy 

Act; and 
■	 be the primary contact for the OAIC.9

8.7	 Must the appointment of a Data Protection 
Officer be registered/notified to the relevant data 
protection authority(ies)?

No, registration/notification is not required.

7.6	 What are the sanctions for failure to register/
notify where required?

This is not applicable in Australia – please see response to 
question 7.1.

7.7	 What is the fee per registration/notification (if 
applicable)?

This is not applicable in Australia – please see response to 
question 7.1.

7.8	 How frequently must registrations/notifications 
be renewed (if applicable)?

This is not applicable in Australia – please see response to 
question 7.1.

7.9	 Is any prior approval required from the data 
protection regulator?

This is not applicable in Australia – please see response to 
question 7.1.

7.10	 Can the registration/notification be completed 
online?

This is not applicable in Australia – please see response to 
question 7.1.

7.11	 Is there a publicly available list of completed 
registrations/notifications?

This is not applicable in Australia – please see response to 
question 7.1.

7.12	 How long does a typical registration/notification 
process take?

This is not applicable in Australia – please see response to 
question 7.1.

82 Appointment of a Data Protection 
Officer

8.1	 Is the appointment of a Data Protection Officer 
mandatory or optional? If the appointment of a 
Data Protection Officer is only mandatory in some 
circumstances, please identify those circumstances.

Currently, in Australia, organisations are not required to 
appoint a Data Protection Officer.  However, the Information 
Commissioner has issued guidance recommending that organ-
isations appoint a Data Protection Officer as good practice.3 

A Data Protection Officer in Australia is known as a Privacy 
Officer and whilst not mandated by law, it is arguably essen-
tial in practice to comply with APP 1.2.4  The Privacy Act Review 
Report 2022, spoke directly about the role of Privacy Officers 
in Australia: ‘The role should be recognised as an important 
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10.2	Are these restrictions only applicable to business-
to-consumer marketing, or do they also apply in a 
business-to-business context? 

The APPs do not speak specifically to the business-to-business 
context.  However, it could be argued that these restrictions do 
in fact apply in the business-to-business context.

10.3	Please describe any legislative restrictions on 
the sending of marketing via other means (e.g., for 
marketing by telephone, a national opt-out register 
must be checked in advance; for marketing by post, 
there are no consent or opt-out requirements, etc.). 

The national DNCRA prohibits most unsolicited telemar-
keting calls and fax messages to numbers placed on a national 
Do Not Call Register, without the consent of the person/
organisation being contacted.

The Spam Act proscribes the sending of most unsolicited 
and non-consensual electronic messages.  Some exceptions 
to this prohibition are electronic messages by government 
bodies, political parties and charities.13

10.4	Do the restrictions noted above apply to 
marketing sent from other jurisdictions?

The Spam Act regulates the sending of commercial electronic 
messages with ‘an Australian link’.  This covers messages that: 
■	 originate in Australia; 
■	 were sent, or authorised by, an individual/organisation 

physically present in Australia, or with central manage-
ment and control in Australia, when the message was 
sent; 

■	 were accessed by a computer, server or device that is 
located in Australia; 

■	 is connected to an electronic account-holder that is either 
an individual physically present in Australia or an organ-
isation carrying on business or activities in Australia 
when the message is accessed; or 

■	 if unable to be delivered due to the non-existence of a 
delivery address would, had the address existed, reason-
ably likely have been accessed using a computer, server or 
device located in Australia.14

The DNCRA concerns telephone calls and fax messages 
sent to ‘an Australian number’.  This means numbers that are 
specified in the plan set out in the Telecommunications Act 
and for use in connection with the supply of carriage services 
to the public in Australia.  Section 9 of the DNCRA also 
expressly extends the legislation’s application to acts carried 
out outside Australia’s territory.  Under APP 7.6(e), individ-
uals may request to be advised of the source of their personal 
information used or disclosed in relation to direct marketing.

10.5	Is/are the relevant data protection authority(ies) 
active in enforcement of breaches of marketing 
restrictions?

The ACMA is responsible for enforcing and investigating 
breaches of the Spam Act.  The ACMA is a robust organisation 
which actively enforces breaches of marketing restrictions in 
Australia. 

8.8	 Must the Data Protection Officer be named in a 
public-facing privacy notice or equivalent document? 

No.  The OAIC requires privacy policies to be high-level docu-
ments that are not expected to contain specific details about 
all the entity’s practices, procedures and systems relating to 
management of personal data.

92 Appointment of Processors

9.1	 If a business appoints a processor to process 
personal data on its behalf, must the business enter 
into any form of agreement with that processor?

As the APPs do not specifically refer to ‘processors’, this is not 
strictly the case.  However, although the Privacy Act and APPs 
do not refer explicitly to processors, the OAIC’s view is that APP 
entities that are outsourced service providers holding personal 
information, even if not controlling it as such, must comply 
with this legal regime. 

Where the processor is located overseas, the regulation 
of foreign information transfer is detailed in APP 8 and the 
OAIC has provided guidance for data processors or control-
lers with an establishment in the EU to ensure they are GDPR 
compliant.10

9.2	 If it is necessary to enter into an agreement, what 
are the formalities of that agreement (e.g., in writing, 
signed, etc.) and what issues must it address (e.g., only 
processing personal data in accordance with relevant 
instructions, keeping personal data secure, etc.)?

Although not applicable, entering such agreements remains 
best practice.  In the context of cross-border disclosure, the 
OAIC under APP 8, recommends that such contracts cover: 
■	 the type of personal information and purpose for its 

disclosure; 
■	 a requirement that the recipient of the information 

complies with the APPs; 
■	 the complaints-handling process; and 
■	 a requirement as to the implementation of a data-breach 

response plan.

102 Marketing

10.1	 Please describe any legislative restrictions on 
the sending of electronic direct marketing (e.g., for 
marketing by email or SMS, is there a requirement to 
obtain prior opt-in consent of the recipient?).

APP 7.1 imposes a general prohibition on the use of personal 
information for the purpose of direct marketing.11  This does 
not apply where the organisation provides a simple means 
through which the individual can opt-out of the marketing 
and: 
■	 the information was collected in circumstances that 

would give rise to reasonable expectation of the informa-
tion being used in such marketing; or 

■	 the individual has consented to the receipt of such 
marketing.12
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112 Cookies 

11.1	 Please describe any legislative restrictions on the 
use of cookies (or similar technologies). 

There is no specific legal regime that applies to cookies.  Whilst 
the information collected through the use of cookies is often 
generalised, where it rises to the level of enabling identification 
of an individual, the use of cookies will be subject to the APPs. 

However, there is new technology that combines cookie 
information, which is called data aggregation, and may be 
subject to legislative restrictions. 

11.2	 Do the applicable restrictions (if any) distinguish 
between different types of cookies? If so, what are the 
relevant factors?

Whilst the APPs do not (in theory) apply differently to different 
cookies, the OAIC has issued public guidance about their 
distinctive operations and how individuals can adjust their 
browsing preferences accordingly.21

11.3	 To date, has/have the relevant data protection 
authority(ies) taken any enforcement action in relation 
to cookies?

To date, the OAIC has not done so.

11.4	 What are the maximum penalties for breaches of 
applicable cookie restrictions?

This is not applicable in Australia.

122 Restrictions on International Data 
Transfers 

12.1	 Please describe any restrictions on the transfer of 
personal data to other jurisdictions.

The transfer of personal information to jurisdictions outside 
Australia is governed by APP 8.  APP 8.1 requires that entities 
must take ‘reasonable steps’ to ensure that a foreign recipient 
of personal information complies with the APPs.  According to 
APP 8.2, however, this is not necessary where: 
■	 it is reasonably believed that the recipient is subject to 

a law, or binding scheme, that bears overall substantial 
similarity to the APPs and the individual can take action 
to enforce such protections; 

■	 the entity has obtained the individual’s consent to the 
foreign disclosure; 

■	 the foreign disclosure is required or authorised by 
Australian law; 

■	 a permitted general situation (such as to lessen or 
prevent serious health and safety risks, or to take appro-
priate action in relation to suspected serious miscon-
duct) applies; 

■	 such disclosure is required by a government agency 
under an agreement to which Australia is a party; or 

■	 the disclosure is by a government agency and relates to 
foreign law-enforcement activities.

A recent case where ACMA litigated against V Marketing 
Australia Pty Ltd (In Liq) (no 4) [2025] FCA 287, saw the 
Federal Court imposing penalties totalling $1.5 million against 
V Marketing and its sole director.  The ACMA had uncovered 
that from the period of 1 March 2017 to 30 September 2017, V 
Marketing had made 553,630 telemarketing calls on behalf of 
Balaska Pty Ltd (solar business) to numbers on the Do Not Call 
Register, and that V Marketing also made an additional 548,688 
calls to numbers on the same registry on behalf of Your Choice 
Solar Pty Ltd from 1 February 2018 to 28 September 2018.

10.6	Is it lawful to purchase marketing lists from 
third parties? If so, are there any best practice 
recommendations on using such lists? 

In Australia, APP 3.6 governs the solicitation of personal infor-
mation.  It states that an entity ‘solicits’ personal information 
‘if the entity requests another entity to provide the personal 
information, or to provide a kind of information in which that 
personal information is included’.  This request may be made 
to an agency, organisation, individual or a small business 
operator on behalf of another.  A ‘request’ under this principle 
is an active step taken by an entity to collect personal informa-
tion and may not involve direct communication between the 
entity and an individual.15

Arguably, APP 3.6 to some extent prevents the purchasing 
of marketing lists from third parties.  The essence of this rule 
is that personal information should be collected directly from 
the individual concerned (‘direct collection’), rather than from 
third parties or other sources.16

However, for organisations, the exception to the rule 
requiring direct collection is that it would be unreasonable 
or impracticable to do so.17  APP 3.65 stipulates that deter-
mining whether it is unreasonable or impracticable to collect 
personal information solely from the individual depends on 
specific circumstances.  Relevant considerations include the 
individual’s expectation of direct collection, the sensitivity of 
the information, potential jeopardy to the collection purpose 
or data integrity, privacy risks from alternate sources, and the 
time and cost of direct collection.18

APP 3.68 provides an example where an agency may collect 
personal information from a third party, such as when an indi-
vidual consents to one agency disclosing their information to 
another agency.  Regarding consent, as discussed in paragraph 
3.23 and Chapter B, it can be express or implied, must be volun-
tary, informed, current and specific, and the individual must 
possess the capacity to consent.19

10.7	What are the maximum penalties for sending 
marketing communications in breach of applicable 
restrictions?

Breaches of the DNCRA may result in corporate liability for 
civil penalties up to $2.1 million, and individual liability for 
up to $420,000 per day.  This will depend on the number of 
breaches and the history of the actor.20  Compensation can also 
be ordered where a victim has suffered loss or damage. 

This penalty regime (and maximum sanctions) is largely 
mirrored in respect of the Spam Act. 

Additionally, the Privacy Act contains numerous provisions 
addressing the payment of civil penalties, fines and compen-
sation to victims.
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the EU–US Privacy Shield Framework and considered the use 
of SCCs to demonstrate GDPR compliance. 

‘The CJEU, while not invalidating SCCs, imposed addi-
tional requirements for their use.  The CJEU found that SCCs 
won’t always be enough to ensure personal data transferred 
externally from the EU is adequately protected and there-
fore compliant with the GDPR.’25  ‘Whether there is adequate 
protection requires a case-by-case assessment.  The CJEU did 
not provide a full assessment framework, which has led to 
some uncertainty.’26

Australian organisations transferring data from the EU now 
must promptly analyse their data flows, as doing so on a case-
by-case basis is essential for compliance despite the potential 
burden it poses.27

12.6	What guidance (if any) has/have the data 
protection authority(ies) issued in relation to the use 
of standard contractual/model clauses as a mechanism 
for international data transfers?

There has been no official guidance released by the OAIC in the 
use of standard contractual models/clauses as a mechanism 
for international data transfers.

132 Whistle-blower Hotlines 

13.1	 What is the permitted scope of corporate whistle-
blower hotlines (e.g., restrictions on the types of 
issues that may be reported, the persons who may 
submit a report, the persons whom a report may 
concern, etc.)?

Protections of corporate whistleblowers are provided for in the 
Corporations Act 2001 (‘Corporations Act’).  This relates to the 
reporting of breaches of the Corporations Act or the Australian 
Securities and Investments Commission Act 2001 (Cth). 

From 1 July 2019, the whistleblower protections in Part 
9.4AAA of the Corporations Act were expanded to provide 
greater protections for whistleblowers who report miscon-
duct about companies and company officers.  The reforms to 
the regime were contained in the Treasury Laws Amendment 
(Enhancing Whistleblower Protections) Act 2019, which received 
Royal Assent on 12 March 2019.28

The changes to the Corporations Act broaden the scope of 
protected disclosures, encompassing a wider range of conduct 
related to ‘misconduct’ or an ‘improper state of affairs’, with 
definitions expanded.  Previously, protected disclosures were 
limited to contraventions of the Corporations legislation.  
Under the amendments, whistleblowers can make anonymous 
disclosures without the requirement of ‘good faith’, although 
reasonable grounds for concern are necessary.29

Whistleblowers are protected from any litigation (civil 
or criminal), employment termination or victimisation as 
a result of their actions.  To qualify for these protections, a 
person must: 
■	 be an officer, employee or contractor of the company in 

question; 
■	 disclose to a company auditor (or member of the audit 

team), officer or senior manager, a person authorised 
to receive whistleblower disclosure or the Australian 
Securities and Investments Commission; or

■	 have reasonable grounds to suspect that the informa-
tion being disclosed about the company or organisation 
concerns misconduct, or an improper state of affairs or 
circumstances.

‘The Attorney General’s Privacy Act Report 2022 proposed 
certain amendments to be made to APP 8 to apply to de- 
identified datasets.  The Report also recommends prohib-
iting APP entities from re-identifying de-identified informa-
tion received from a third party and introducing a new crim-
inal offence for “malicious” re-identification intended to harm 
or cause illegitimate benefit.’22

12.2	Please describe the mechanisms businesses 
typically utilise to transfer personal data abroad in 
compliance with applicable transfer restrictions (e.g., 
consent of the data subject, performance of a contract 
with the data subject, approved contractual clauses, 
compliance with legal obligations, etc.).

The OAIC espouses an expectation that, to take the neces-
sary reasonable steps, entities transferring personal informa-
tion to foreign recipients will enter into enforceable contracts 
requiring compliance with the APPs.  Under section 16C of 
the Privacy Act, if an entity has disclosed personal infor-
mation on the basis of a belief that the foreign recipient will 
be APP-compliant (i.e. under APP 8.1), the Australian entity 
bears legal responsibility for any breaches of the APPs by the 
recipient.23

12.3	Do transfers of personal data to other 
jurisdictions require registration/notification or 
prior approval from the relevant data protection 
authority(ies)? Please describe which types of 
transfers require approval or notification, what those 
steps involve, and how long they typically take.

No.  The entity itself must assess whether or not the foreign 
recipient will comply with the APPs or is subject to a similar 
privacy regime and, if necessary, seek the individual’s consent 
only.

12.4	Do transfers of personal data to other 
jurisdictions require a transfer impact assessment? 
If conducting a transfer impact assessment is only 
mandatory in some circumstances, please identify 
those circumstances.

A transfer impact assessment under the GDPR is only manda-
tory when an entity transfers personal data from the EU or 
the UK to certain non-European countries like Australia.  The 
goal of the transfer impact assessment is to conduct a risk 
assessment that aims to mitigate the risks associated with the 
transfer of personal data. 

The organisation exporting personal data outside of the EU 
needs to carry out this assessment, to ascertain that individ-
uals’ rights are protected and maintained in the same way they 
must be protected under the GDPR.24

12.5	What guidance (if any) has/have the data 
protection authority(ies) issued following the decision 
of the Court of Justice of the EU in Schrems II (Case 
C‑311/18)?

In Australia, there is no official guidance from the OAIC on the 
Schrems II decision, which may help Australian organisations’ 
ability to show GDPR equivalence where Standard Contract 
Clauses (‘SCCs’) are used.  The landmark Schrems II decision 
addressed the reliance of data controllers and processors on 
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14.2	Are there limits on the purposes for which CCTV 
data may be used?

Similarly to above, the limitations will vary between 
jurisdictions. 

152 Employee Monitoring

15.1	 What types of employee monitoring are 
permitted (if any), and in what circumstances?

There is no federal legislation that governs what types of 
employee monitoring are permissible and under what circum-
stances it is permitted, this is relegated to the states and territo-
ries to govern on.  Examples below will consider NSW and VIC. 

In NSW, under the Workplace Surveillance Act 2005 Part 
2,38 the notice requirements that employers must adhere 
for compliance are listed.  Notably, employees are given a 
minimum of 14 days’ notice prior to surveillance being con- 
ducted.  The notice will list the circumstances for surveillance 
being conducted. 

In VIC, under the Surveillance Devices Act 1999 Part 2A,39 the 
surveillance of employees in certain places and circumstances 
is prohibited.

15.2	Is consent or notice required? Describe how 
employers typically obtain consent or provide notice.

As outlined above, in NSW employees must be given at least 14 
days’ notice or notice prior to their commencing work.40  This 
must include various details about the nature and extent of the 
monitoring.  For VIC, there is no specific timeframe listed for 
notice.

15.3	To what extent do works councils/trade unions/
employee representatives need to be notified or 
consulted?

There is no requirement under Australian privacy law for 
employee representatives or trade unions to be notified or 
consulted regarding employee monitoring.

15.4	Are employers entitled to process information on 
an employee’s attendance in office (e.g., to monitor 
compliance with any internal return-to-office policies)?

Employers may be entitled to process information on an 
employee’s attendance if it is required as part of the internal 
return-to-office policy that forms the employment relation-
ship, in which the employee’s records exemption may apply 
and that employers will not need to comply with the Privacy 
Act’s requirements as stated by the OAIC.41 

The OAIC does warn that this exemption does not apply 
to practices that are outside the scope of the employment 
relationship.42

162 Data Security and Data Breach

16.1	 Is there a general obligation to ensure the 
security of personal data? If so, which entities are 
responsible for ensuring that data are kept secure 
(e.g., controllers, processors, etc.)?

Generally, APP entities are responsible for ensuring that data 

13.2	Is anonymous reporting prohibited, strongly 
discouraged, or generally permitted? If it is prohibited 
or discouraged, how do businesses typically address 
this issue?

Anonymous whistleblowers are afforded the same protec-
tions under the Corporations Act as discussed in the previous 
sections.

Australian businesses address the issues of anonymity 
by enshrining the rights of anonymous whistleblowers 
within their corporate governance framework and whistle-
blower policies that must comply with S.137AI (5)(c) of the 
Corporations Act, which ensures whistleblower policies must 
have ‘information about how the company will support (all) 
whistleblowers and protect them from detriment’.30

142 CCTV 

14.1	 Does the use of CCTV require separate 
registration/notification or prior approval from the 
relevant data protection authority(ies), and/or any 
specific form of public notice (e.g., a high-visibility 
sign)? 

In Australia, the regulations surrounding the use of CCTV 
cameras vary depending on the jurisdiction. 

Federal jurisdiction 
Generally, the Surveillance Devices Act 2004 (Cth) governs 
the practices for organisations and agencies on the usage of 
surveillance devices such as CCTV.31  The OAIC has stated that: 

‘If the Privacy Act covers the organisation or agency, then any 
personal information they collect through a surveillance device 
must comply with the Australian Privacy Principles.  The Privacy 
Act covers Australian Government agencies and organisations 
with an annual turnover of more than $3 million, and some other 
organisations.  Such an organisation or agency must:
■	 tell you that your image may be captured before you’re 

recorded; and
■	 make sure recorded personal information is secure and 

destroyed or de-identified when it is no longer needed.’32

The Privacy Act does not cover security cameras operated by 
an individual acting in a private capacity, but state or territory 
laws may apply to that person.33 

State and territories jurisdiction 
The governance for surveillance devices will differ between 
states and territories.  For instance, a comparison will be 
drawn between NSW and QLD:
■	 In NSW, the use of CCTV is regulated under the 

Surveillance Devices Act 2007 (NSW).34  The legislation 
has strict requirements that should be consulted with 
the relevant authorities for compliance.  There is a volun-
tary register that is maintained by NSW police, if private 
residents wish to register their private CCTV systems.35 

■	 In QLD, entities using CCTV are required to take ‘reason-
able steps’ to make individuals aware of the purpose 
and authority for camera surveillance, although specific 
requirements may vary.36

The examples cited above broadly explain how corporate 
bodies would be governed. 

The OIAC has recommended for individuals, regarding 
compliance with state or territory laws on surveillance 
devices, it would be appropriate to contact the relevant state 
or territory Attorney-General department.37
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16.4	What are the maximum penalties for personal 
data security breaches? 

In light of recent data breach scandals, the Australian 
Government passed the Privacy Legislation Amendment 
(Enforcement and Other Measures) Bill 2022.54 

The current penalties have been laid out by the OIAC as of 
March 2024:55

‘Under s 13G of the Privacy Act, the maximum penalty for 
serious or repeated interferences with privacy are:
■	 For a body corporate, the greater of either:

■	 $50 million; 
■	 the value of any benefit the relevant court has 

determined that the body corporate, or any body 
corporate related to it, has obtained directly or 
indirectly that is reasonably attributable to the 
contravention, multiplied by three; or

■	 if the court cannot determine the value of that 
benefit, 30% of the annual turnover of the body 
corporate during the 12-month period ending at 
the end of the month in which the contravention 
happened or began.

■	 For a person other than a body corporate, the maximum 
penalty amount is $2.5 million.’

172 Enforcement and Sanctions 

17.1	 Describe the enforcement powers of the data 
protection authority(ies).

(a)	 Investigative powers: 
	 The Commissioner of the OAIC can initiate an investiga-

tion under section 40 of the Privacy Act.56  Section 40(2) 
of the Privacy Act enables the Commissioner to initiate 
an investigation where: 
a.	 an act or practice may be an interference with the 

privacy of an individual or a breach of APP 1; and 
b.	 the Commissioner thinks it is desirable to do so.57 

	 The OAIC stated that: ‘Prior to commencing an inves-
tigation, the Commissioner may conduct preliminary 
inquiries under section 42(2) of the Privacy Act, to deter-
mine whether to commence a Commissioner Initiated 
Investigation (‘CII’).  Once a CII has been commenced, 
the OAIC will conduct its investigation in accordance 
with Part V of the Privacy Act.’58

	 If the OAIC does in its discretion decide to initial a CII, 
there are four next steps that will occur:
1.	 Notification to the respondent: the OAIC will notify 

the respondent in writing about its decision to 
commence a CII and about the initial scope of the 
investigation. 

2.	 Information gathering: the OAIC will seek the co- 
operation of the respondent in the provision of neces-
sary information. 

3.	 Decision making: as part of the preliminary review, 
if the correspondent fails to meet the requirements 
of the Privacy Act or the requirements of the privacy 
safeguards or CDR rules, the Commissioner may 
make the following regulatory actions: 
i.	 exercise a discretionary power under section 41 of 

the Privacy Act to discontinue an investigation;
ii.	 seek an enforceable undertaking under section 

33E of the Privacy Act and section 56EW of the 
Competition and Consumer Act; 

is kept secure.  The definition for APP entities is defined under 
section 6(1) of the Privacy Act.  An APP entity is defined as an 
agency or organisation, in which ‘organisation’ can be an indi-
vidual, body corporate, partnership, unincorporated associa-
tion or trust.43 

The OAIC has published guidance on the security of personal 
information under APP 11.  The OAIC has stated that: ‘An APP 
entity must take reasonable steps to protect personal infor-
mation it holds from misuse, interference and loss, as well as 
unauthorised access, modification or disclosure.’44

16.2	Is there a legal requirement to report 
data breaches to the relevant data protection 
authority(ies)? If so, describe what details must 
be reported, to whom, and within what timeframe. 
If no legal requirement exists, describe under 
what circumstances the relevant data protection 
authority(ies) expect(s) voluntary breach reporting.

The OAIC has a Notifiable Data Breach (‘NDB’) scheme, where 
a Privacy Act-covered organisation or agency is required to 
report to the OAIC and relevant individual that an eligible data 
breach has occurred.45 

The OAIC has defined ‘eligible data breach’ as: 
■	 unauthorised access to or unauthorised disclosure of 

personal information, or a loss of personal information, 
that an organisation or agency holds;

■	 that is likely to result in serious harm to one or more indi-
viduals; and

■	 the organisation or agency has not been able to prevent 
the likely risk of serious harm with remedial action.46

The notification to the individual from an organisation or 
agency should list recommendations on what the next steps in 
response to the data breach should look like, ideally using the 
OAIC’s NDB form.47

16.3	Is there a legal requirement to report data 
breaches to affected data subjects? If so, describe 
what details must be reported, to whom, and within 
what timeframe. If no legal requirement exists, 
describe under what circumstances the relevant data 
protection authority(ies) expect(s) voluntary breach 
reporting.

The OAIC has published guidance on responding to data 
breaches; there are four steps, which are contain, assess, notify 
and review.  There is an emphasis that data breaches should be 
considered on a case-by-case basis and that the notify section 
of the four-step response details how individuals affected by 
the breach should be notified.48 

The OAIC has stated that there are obligations for entities 
under the NDB scheme to assess a suspected breach under 
section 26WH(1) of the Privacy Act,49 in which the entity must 
take all reasonable steps to complete the assessment within 30 
days from when the entity became aware of the eligible data 
breach under section 26WH(2).50

Entities will have three options for notifying individuals 
at risk of serious harm, depending on what is ‘practicable’ for 
the entity under section 26WH(2).  The options are ‘notify all 
individuals’,51 ‘notify only those individuals at risk of serious 
harm’52 and ‘publish notification’.  The OAIC has published 
guidance on what is expected to be included in an eligible data 
breach statement.53
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■	 $50 million; 
■	 three times the value of the benefit obtained 

directly or indirectly by the body corporate and 
any related bodies corporate, that is reason-
ably attributable to the conduct constituting the 
contravention; or

■	 if the court cannot determine the value of the 
benefit, 30% of the body corporate’s adjusted 
turnover during the breach turnover period for 
the contravention; and

■	 various civil penalty provisions set out in Part IIIA – 
credit reporting, with penalties of either 500, 1,000 
or 2,000 penalty units.’

17.2	 Does the data protection authority have the 
power to issue a ban on a particular processing 
activity? If so, does such a ban require a court order?

The OAIC has powers to apply for an injunction under section 
80W of the Privacy Act through application to the Federal 
Court to restraint a person from engaging in a particular 
conduct and if the Court’s opinion is that it is ‘desirable’ to 
do so.66

With regard to bans on a particular processing activity, the 
courts must be satisfied that ‘a person has engaged, is engaging 
in, or is proposing to engage in conduct in contravention of 
either the Privacy Act, the MHR Act or a privacy safeguard set 
out in Part IVD of the Competition and Consumer Act’.67

17.3	 Describe the data protection authority’s approach 
to exercising those powers, with examples of recent 
cases.

An example of the OAIC’s investigative powers can be seen 
in the case of Cardiac Dynamics (Privacy) [2023] AICmr 96 (24 
October 2023), the OAIC had opened an investigation into the 
respondent’s compliance with rules within the MRH Rules 
2016.68 

The Commissioner found that the respondents had chal-
lenges in producing documents and were not utilising the 
MHR system despite being registered to do so.  The respondent 
did not have a written policy that complied with rule 42 of the 
MHR, which required health providers to have a written policy 
on the use of the MHR system. 

The Commissioner made a determination under section 
52(1A)(a) and (b) that the respondent must take specific steps 
outlined to ensure the act or practice is not repeated.

17.4	Does the data protection authority ever exercise 
its powers against businesses established in other 
jurisdictions? If so, how is this enforced?

The Commissioner under section 33A of the Privacy Act may 
share information with international bodies, which can 
comprise an authority of the government of a foreign country 
that functions to protect the privacy of individuals, similarly 
to the foreign equivalents of the OAIC.69

There are safeguard limitations in section 33A that ensures 
the exercise of this information sharing power is ‘reasonable, 
necessary and proportionate’.70 

In terms of enforcement, the OAIC is part of the Global 
Privacy Enforcement Network, which helps cross-border 
enforcement.

iii.	make a determination under section 52(1A) of the 
Privacy Act; 

iv.	 seek an injunction under section 80W of the 
Privacy Act; 

v.	 apply for a civil penalty order under section 
80U of the Privacy Act and section 56EU of the 
Competition and Consumer Act; or

vi.	report to the Minister about a CII under section 30 
of the Privacy Act.

4.	 Conclusion and publication: the OAIC will place a 
notice on its website advising the public that the 
investigation of said matter has concluded.59 

(b)	 Corrective powers: 
	 The OAIC has advised that APP 13 will ‘require an APP 

entity to take reasonable steps to correct information to 
ensure that, having regard to the purpose for which it 
is held, it is accurate and up-to-date, complete, relevant 
and not misleading’.60 

	 The OAIC has an exhaustive explanation on the minimal 
procedural requirements that is expected in the correc-
tion of information.61

(c)	 Authorisation and advisory powers: 
	 Authorisation: The OAIC has published guidance on 

authorisation, particularly with regard to consumer 
authorisation,62 in which a data holder must ask for a 
consumer’s authorisation before disclosing their CDR 
to an accredited data recipient.  There are minimum 
requirements that data holders must meet for the author-
isation notice. 

	 Advisory: The OAIC has powers under the Privacy Act 
and other legislative instruments to make and approve 
legally binding rules and guidelines as part of its advi-
sory powers.63  These guidelines help guide other agen-
cies and APP entities who can use the guides to remain 
compliant with data laws and regulations. 

(d)	 Imposition of administrative fines for infringements 
of specified legal provisions: 

	 The OAIC can issue infringement notice under section 
80UB of the Privacy Act with Part 5 of the Regulatory 
Powers Act, where the Commissioner is of the belief that 
a contravention under section 66(1) of the Privacy Act has 
occurred because the individual has failed to give infor-
mation, answer a question, or produce a document or 
record when required to do so under the Privacy Act.64

	 The infringement notice must be issued within 12 months 
of the alleged contravention, the expected penalty will 
be 12 units for a person and 60 for bodies corporate. 

	 The OAIC has stated that any recipient of an infringe-
ment notice is permitted to seek a withdrawal of the 
infringement notice through written representations to 
the Commissioner; the OAIC has published further guid-
ance on what is expected of the written representations. 

(e)	 Non-compliance with a data protection authority: 
	 In cases of non-compliance, particularly for serious or 

repeated offences, the Commissioner under section 80W 
may apply to the Federal Court for an order against an 
entity that is alleged to have contravened a civil penalty 
provision of the Privacy Act at the Commissioner’s 
discretion.65

	 The OAIC has highlighted what ‘civil penalty provisions’ 
below: 
■	 ‘a serious or repeated interference with privacy 

(s 13G) with maximum penalties including $2.5 
million for a person other than a body corporate, 
and for a body corporate, an amount not exceeding 
the greater of:



41Nyman Gibson Miralis

Data Protection 2025

The OAIC has stated that the ‘requirement in APP 8.1 to 
ensure that an overseas recipient does not breach the APPs is 
qualified by a reasonable steps test’.  It is generally expected 
that an APP entity will enter into an enforceable contractual 
arrangement with an overseas recipient that will enforce and 
require the recipient to govern the personal information in 
accordance with the APPs.78

192 Artificial Intelligence

19.1	 Are there any limitations on automated decision-
making involving the processing of personal data 
using artificial intelligence? 

There are some provisions in Australian legislation, while not 
specifically geared towards artificial intelligence (‘AI’), that 
capture the processing of data.79

The Privacy Act is the primary legislation governing the 
handling of personal information in Australia.  While the Act 
does not specifically regulate automated decision-making, 
several provisions – particularly within the APPs – are relevant 
to the use of personal data in such systems.

APP 1, which concerns the open and transparent manage-
ment of personal information, requires organisations to be 
clear and upfront about how they collect, use and disclose 
personal data, including where automated systems are 
involved.  This includes maintaining a clearly expressed and 
up-to-date privacy policy that outlines the use of automation 
where relevant. 

APP 5 deals with the notification of the collection of 
personal information.  It requires entities to inform individ-
uals at or before the time of collection (or as soon as practi-
cable thereafter) about the purpose for which their informa-
tion is being collected, including if it will be used in automated 
decision-making processes.

APP 6 relates to the use and disclosure of personal informa-
tion.  It limits organisations to using or disclosing personal 
information only for the primary purpose for which it was 
collected, unless an exception applies.  This principle ensures 
that any use of personal data for automated decision-making 
must align with the original purpose of collection or fall 
within a permitted exception.

Although the Privacy Act does not expressly regulate algo-
rithmic or AI-based decisions, these principles impose obli-
gations that indirectly constrain how personal information 
can be used in such contexts.  As a result, entities deploying 
AI systems that process personal data must ensure compliance 
with the APPs to mitigate legal and regulatory risk.

19.2	What guidance (if any) has/have the data 
protection authority(ies) issued in relation to the 
processing of personal data in connection with 
artificial intelligence?

In Australia, while there is no AI-specific legislation, the OAIC 
has provided important guidance on the use of AI, particularly 
in relation to the handling of personal information under the 
Privacy Act and the APPs.80

The OAIC’s guidance emphasises that organisations using AI 
systems should adopt a privacy-by-design approach, ensuring 
that personal information is handled lawfully, transparently 
and fairly throughout the data lifecycle.  Key issues highlighted 
include minimising data collection, securing personal infor-
mation, and ensuring transparency and explainability when 

182 E-discovery/Disclosure to Foreign Law 
Enforcement Agencies 

18.1	 How do businesses typically respond to foreign 
e-discovery requests, or requests for disclosure from 
foreign law enforcement agencies?

Guidance on cross-border disclosure of information can 
be found in the OAIC’s guide on APP 8, which details what 
reasonable steps an APP entity must take prior to the disclo-
sure of personal information to an overseas recipient, in that 
the entity would not breach any APPs.71

The OAIC has allowed for the disclosure of personal infor-
mation to an overseas recipient as required or authorised 
under an international agreement related to information 
sharing under APP8.2(e).  However, the OAIC has stated that 
there are requirements that the agreement must make specific 
arrangements for disclosure of information such as identifying 
agency, recipient, categories of personal information that may 
be disclosed and circumstances where information will be 
disclosed.72

Australia is also party to a number of international agree-
ments that relate to the sharing of data across national 
borders.  Although concerning the actions of public bodies, 
not businesses, they are of central relevance to the sharing of 
Australian information with foreign law enforcement.  These 
instruments include the following examples: 
a.	 The ‘Five Eyes’ is an intelligence pact between Australia, 

the United States, the United Kingdom, New Zealand and 
Canada, all parties to the UKUSA Agreement.  Part of this 
arrangement is ‘critical information sharing’ between 
the nations that relates to issues of law enforcement, 
border protection and criminal justice.  These part-
ners also share information concerning financial sector 
intelligence.73

b.	 Australia is party to over 25 bilateral mutual legal assis-
tance treaties with foreign nations.  All these trea-
ties contain provisions explicitly contemplating the 
exchange of information between governments in rela-
tion to criminal matters.74

c.	 Australia is a party to the multilateral 2001 Budapest 
Convention on Cybercrime.  Over 70 nations are parties 
to this treaty.  The Budapest Convention covers a range 
of issues related to international cyber-crime, including 
requests to/from foreign states for the seizure, collection 
and interception of computer data.  Article 26 specifically 
contemplates the spontaneous sharing of information 
between nations, without any prior request, that may be 
used in the investigation or prosecution of cyber-crime 
offences.75 

d.	 Australia is also party to a number of Taxation 
Information Exchange Agreements (‘TIEAs’) with states 
outside the Organisation for Economic Cooperation and 
Development.  TIEAs facilitate the exchange of informa-
tion between countries concerning taxation matters and 
are aimed at combatting international tax avoidance.76

18.2	What guidance has/have the data protection 
authority(ies) issued on disclosure of personal data to 
foreign law enforcement or governmental bodies?

On disclosure of personal data to foreign law enforcement and 
governmental bodies, the OAIC has broadly issued guidance 
to APP entities on the reasonable steps to ensure an overseas 
recipient does not breach any APPs.77 
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included the introduction of a tiered penalty structure, 
enhancement of investigatory powers to cover civil penalty 
provisions, and authority for the Commissioner to conduct 
public inquiries.88  The report also explored the potential for 
industry funding models to better resource the OAIC.

The Government’s response to the report, published in 
September 2023, endorsed the introduction of tiered civil 
penalties and greater enforcement powers, while also 
supporting further work to ensure adequate resourcing for 
the OAIC, including the possibility of a contingency litigation 
fund.89  The 2024 Amendment Bill sets out how these reforms 
will be implemented, following stakeholder consultation and 
impact analysis.

Substantively, the Bill revises the penalty framework by 
distinguishing between serious and non-serious interfer-
ences with privacy and introduces new provisions specifi-
cally targeting breaches of defined obligations under the APPs 
and non-compliant data breach notifications.  It empowers the 
OAIC with revised investigation and monitoring powers and 
enables the Commissioner to conduct public inquiries at the 
direction or approval of the Minister.  Additionally, federal 
courts are granted expanded authority to issue orders beyond 
pecuniary penalties in civil proceedings.

The Bill also lowers the threshold for civil penalties by 
amending the Privacy Act to remove the “repeated” require-
ment, such that serious interferences with privacy alone 
can now attract maximum penalties.  It further clarifies the 
criteria for determining whether an interference is serious, 
including considerations such as the sensitivity of the infor-
mation involved, the scale of affected individuals, the vulnera-
bility of those individuals, and whether the organisation failed 
to implement adequate privacy systems.  Importantly, the 
reforms introduce penalties for less serious privacy interfer-
ences and allow for enforcement through infringement notices 
or compliance notices.  Compliance notices provide regulated 
entities with actionable steps to meet their privacy obligations 
and, if complied with, can shield them from civil penalties.

Together, these changes significantly enhance the OAIC’s 
ability to respond to privacy breaches with proportional 
enforcement and reflect the government’s broader commit-
ment to strengthening data protection in Australia.

20.2	In your opinion, what “hot topics” are currently a 
focus for the data protection regulator?

The OAIC’s Corporate Plan for 2024–25 outlines the agency’s 
strategic priorities and key activities aimed at promoting and 
upholding privacy and information access rights in Australia.90 

In 2024, the OAIC underwent significant leadership 
changes, including the appointment of three commis-
sioners: the Australian Information Commissioner; a Privacy 
Commissioner; and a Freedom of Information (‘FOI’) Com- 
missioner.  This restructuring is intended to bolster the OAIC’s 
capacity to address the increasing complexity and volume of 
privacy and information access matters. 

The Corporate Plan emphasises several key areas, as outlined 
below.91 

In 2024–25, the OAIC’s key activities will focus on 
influencing and upholding privacy and information access 
rights frameworks, advancing online privacy protections, 
encouraging proactive release of government information and 
taking a contemporary, harms-based approach to regulation.

Firstly, in terms of privacy regulation, the OAIC will oversee 
privacy laws such as the Privacy Act, focusing on complaints 
handling, investigations and assessments.  It will continue 

AI is used to make decisions that may significantly impact 
individuals.  While the Privacy Act does not currently contain 
a specific right to human review or explanation of automated 
decisions (unlike the EU GDPR), the OAIC encourages entities 
to implement accountability mechanisms and human over-
sight, especially when decisions made by AI affect access to 
services or rights.81

The OAIC has released two guides to clarify how Australia’s 
privacy laws apply to AI.82

■	 Guidance on Privacy and the Use of Commercially 
Available AI Products: This guide assists organisations 
in complying with privacy obligations when using AI 
products like chatbots and content-generation tools.  
It emphasises conducting due diligence, embedding 
human oversight and regularly reviewing AI products to 
ensure they remain fit for purpose and compliant with 
privacy laws.83

■	 Guidance on Privacy and Developing and Training 
Generative AI Models: Targeting developers, this guide 
highlights the need to assess whether training data 
contains personal or sensitive information and ensures 
that its use complies with privacy obligations.84

In collaboration with the Australian Cyber Security Centre, 
the OAIC also released a joint statement on responsible AI use 
(2023), which reinforces the importance of robust security 
and de-identification practices when using personal data in AI 
training and inference processes.  This joint guidance reflects 
increasing regulatory interest in safeguarding against misuse 
of personal data in AI development.

The OAIC also contributed to the development of the 
Australian Government’s AI Ethics Principles, released in 2019 
by the Department of Industry, Science and Resources.  These 
eight voluntary principles include: human-centred values; 
privacy protection; fairness; transparency; contestability; 
and accountability.  While non-binding, these principles are 
widely regarded as best practice for ethical AI use, particularly 
in government and regulated sectors.85

202 Trends and Developments 

20.1	In your opinion, what enforcement trends have 
emerged during the previous 12 months? Describe any 
relevant case law or recent enforcement actions.

The trending topic concerning enforcement over the previous 
12 months and prior has primarily been reform to the privacy 
act to bolster enforcement and investigative powers.86

On 29 November 2024, the Privacy and Other Legislation 
Amendment Bill 2024 passed both Houses of the Australian 
Parliament, representing the first phase of long-anticipated 
reforms to modernise Australia’s privacy framework in the 
digital era.87  The Bill introduces significant enhancements to 
the enforcement and investigative powers of the OAIC, as well 
as a new tiered penalty regime.  These changes are designed to 
strengthen the OAIC’s ability to hold entities accountable for 
mismanagement of personal information and will come into 
force once the Bill receives Royal Assent.

Under the current Privacy Act, the OAIC already possesses 
the authority to investigate privacy breaches and initiate civil 
penalty proceedings.  However, the frequency and scale of 
enforcement have remained limited, particularly in response 
to widespread data breaches affecting Australians in recent 
years.  In February 2023, the Attorney-General released the 
Privacy Act Review Report, which proposed a suite of reforms 
aimed at expanding the OAIC’s enforcement toolkit.  These 
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to monitor the privacy aspects of initiatives like the CDR, 
Digital ID and the My Health Record system.  A priority 
will be ensuring that privacy protections are implemented 
effectively as the Digital ID system expands.  Additionally, the 
OAIC will manage the NDB scheme, ensuring entities comply 
with notification requirements and guiding them on breach 
prevention and remediation.  It will also continue regulatory 
actions related to high-profile data breaches, including cases 
involving Medibank, Optus and Latitude.

On the front of information access, the OAIC will regulate 
access to government-held information under the FOI Act.  
This includes conducting independent merit reviews of 
FOI decisions, investigating agency actions and promoting 
timely release of government information.  A key focus will 
be finalising outstanding reviews from 2020 and 2021, 
and improving agencies’ practices to ensure transparency 
and accountability.  The OAIC will continue to advocate 
for proactive information release and will engage with 
government agencies to promote best practices in FOI.

Regarding online privacy protections, the OAIC will lead 
efforts to address the risks posed by new technologies like AI 
and online platforms.  It will influence policy and legislation, 
including privacy law reforms and cyber security strategies, 
to protect privacy in the digital economy.  The OAIC will 
also focus on privacy risks associated with AI, ensuring that 
new technologies align with community expectations and 
regulatory requirements.  Additionally, the OAIC will continue 
to enforce its civil penalty proceedings against Meta Platforms, 
Inc., addressing the harms stemming from the Cambridge 
Analytica scandal.

Finally, the OAIC will take a contemporary, harms-based 
approach to its regulatory role.  This includes adopting a risk-
based strategy, focusing on high-risk areas where regulatory 
action is most needed to prevent harm to individuals and 
communities.  The OAIC will use data-driven methods 
to assess risk and develop regulatory approaches that are 
fair, transparent and proportionate.  It will also continue 
its efforts to foster a strong regulatory culture internally, 
building its workforce’s capacity to effectively address 
emerging challenges, particularly in the context of new digital 
technologies and evolving privacy concerns.
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Working with our international partners, we have advised and acted in 
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Africa, South Korea, Singapore, Taiwan, the UK, the US and Vietnam.
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Dennis Miralis is a leading Australian defence lawyer specialising in international criminal law, with a focus on complex multi-jurisdic-
tional regulatory investigations and prosecutions.  His areas of expertise include: bribery and corruption; global tax investigations; 
proceeds of crime; AML; worldwide freezing orders; cybercrime; national security law; Interpol Red Notices; extradition; and mutual 
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