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KEY CYBERSECURITY STANDARDS AND REQUIREMENTS

’ustraliaPs cybersecurity legislative framexorj comprises federal, state and territory5based 
laxsW Ghe jey legislative instruments are the 1rivacy ’ct 98OO )2thC )the 1rivacy ’ctC and 
the kecurity of 2ritical Tnfrastructure ’ct 069O )2thC )the kM2T ’ctCW Ghe framexorj also 
incorporates sector5speci.c legislation, including the Hy 7ealth (ecords ’ct 0690 )2thC and 
the Gelecommunications ’ct 9883 )2thCW

THE PRIVACY ACT

Mn a federal level, the handling of data containing personal information is governed and 
protected under the 1rivacy ’ctW kchedule 9 of the ’ct contains 9: ’ustralian 1rivacy 
1rinciples )’11sC and governs the standards, rights and obligations around•

; the collection, use and disclosure of personal information‘

; an organisation or agencyPs governance and accountability‘

; integrity and correction of personal information‘ and

; the rights of individuals to access their personal informationW

$1ersonal informationP is de.ned under the 1rivacy ’ct as $information or an opinion about 
an identi.ed individual or an individual xho is reasonably identi.able• )aC xhether the 
information or opinion is true or not‘ and )bC xhether the information or opinion is recorded 
in a material form or notPW[1]

Ghe 1rivacy ’ct imposes obligations on ’11 entities, xhich are generally de.ned as federal 
government agencies and private sector organisations xith an annual turnover of more than 
’N: millionW kmall businesses xith a turnover of less than the ’N: million threshold may 
still be considered ’11 entities if they fall into an eIception, xhich includes businesses that 
provide a health service and hold health information, sell or purchase personal information, 
or provide services to the federal governmentW[2]

’11 entities are obliged to taje $reasonable stepsP to implement policies, practices, and 
systems to ensure compliance xith ’11sW Ghe 1rivacy ’ct also requires mandatory reporting 
for certain ’11 breaches under the Uoti.able Data Rreach schemeW 4nder this scheme, the 
’11 entity in breach must notify the affected individuals and the MKce of the ’ustralian 
Tnformation 2ommissioner )M’T2CW

Ghe M’T2 has developed a $1rivacy management framexorjP, xhich contains a series of 
governance steps that ’11 entities should undertaje to meet their privacy compliance 
obligationsW Ghe steps include embedding a privacy5compliant culture, establishing robust 
and  effective  privacy  processes,  evaluating  privacy  processes  to  ensure  continued 
effectiveness and enhancing responses to privacy issuesW[3]

Mn 96 December 060z, the 1rivacy and Mther Begislation ’mendment ’ct 060z )2thC )the 
’mendmentC received (oyal ’ssentW Ghe ’mendment is part of ’ustraliaPs ongoing reforms 
in relation to privacy laxsW &ey amendments – most of xhich came into effect on 99 
December 060z – include provision for the development of the 2hildrenPs Mnline 1rivacy 
2ode )by 96 December 060-C‘ provision for a nex offence of $doIIingP, xhich includes sharing 
a personPs personal information xith intent to harm‘ and the clari.cation that $reasonable 
stepsP to protect personal information include $technical and organisational measuresPW
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SECURITY OF CRITICAL INFRASTRUCTURE ACT

Ghe kM2T ’ct creates a framexorj for the regulation and protection of critical infrastructure 
sectors and imposes registration, reporting and obligation requirements on oxners and 
operators of critical infrastructureW ’s part of ’ustraliaPs 2yber kecurity ktrategy 0606, the 
’ustralian government introduced critical infrastructure lax reforms xith the aim of further 
actively defending ’ustraliaPs critical infrastructureW[4]

Ghe txo tranches of lax reform enacted under the kecurity Begislation ’mendment 
)2ritical TnfrastructureC ’ct 0609 )2thC and the kecurity Begislation ’mendment )2ritical 
Tnfrastructure 1rotectionC ’ct 0600 )2thC came into force on : December 0609 and 9 ’pril 
0600, respectivelyW 4nder the reforms, the scope of the kM2T ’ct eIpanded to cover 99 critical 
infrastructure sectors and 00 classes of critical infrastructure assetsW

Ghe reforms also introduced $positive security obligationsP, requiring entities to manage the 
security and resilience of their critical infrastructure assets, including the eItension of the 
obligation to report information in the register of critical infrastructure assets, mandatory 
cybersecurity incident noti.cation obligations and obligations on certain entities to adopt 
and maintain a risj management programmeW[5]

Ghe ’ustralian government published its 060:–0606 ’ustralian 2yber kecurity ktrategy on 
00 Uovember 060:W Ghe document states the governmentPs goal of becoming a xorld leader 
in cybersecurity by 06:6 by implementing the folloxing siI $cyber shieldsP•

9W strong businesses and citiZens‘

0W safe technology‘

:W xorld5class threat sharing and blocjing‘

zW protected critical infrastructure‘

EW sovereign capabilities‘ and

-W resilient region and global leadershipW[6]

Ghe corresponding 060:–0606 ’ustralian 2yber kecurity ’ction 1lan sets out the initiatives 
that the government intended to implement in the .rst txo years of the processW Ghe .rst 
phase, 7oriZon 9, xas to include strengthening cybersecurity foundations, addressing gaps 
in cyber shields to build strong businesses and citiZens through partnerships across industry 
and governmentW[7]

SECTOR-SPECIFIC LEGISLATION

Antities dealing xith personal information in ’ustralia may also have obligations xith respect 
to•

; the Hy 7ealth (ecords ’ct 0690 )2thC obligations for health information about 
individuals that is collected and stored in ’ustraliaPs national online health database‘

; the Gelecommunications ’ct 9883 )2thC, xhich imposes security and noti.cation 
obligations on ’ustralian telecommunications providers and regulates the use of 
personal information‘ and

;
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federal, state and territory surveillance legislation regulating video surveillance, 
computer and data monitoring, tracjing via the Slobal 1ositioning kystem and the 
use of listening devices on individualsW

SUMMARY OF BREACH NOTIFICATION RULES

’11 entities have an obligation under the 1rivacy ’ct to comply xith the mandatory data 
breach noti.cation regimeW

Handatory noti.cation applies to data breaches involving personal information, credit 
reporting information, credit eligibility information and taI .le numbersW ’n $eligible data 
breachP occurs xhen the folloxing requirements are met•

; there is unauthorised access to, unauthorised disclosure of, or loss of, the information 
that an organisation or agency holds‘

; a reasonable person xould conclude that the access, disclosure or loss xould be 
lijely to result in serious harm to any of the individuals to xhom the information 
pertains‘ and

; the organisation or agency has not been able to prevent the lijely risj of serious harm 
through remedial actionW

$kerious harmP is not de.ned under the 1rivacy ’ct‘ hoxever, the M’T2 has provided eIamples 
of xhat may constitute serious harmW Ghese eIamples include identity theft )xhich can 
affect an individualPs .nances and credit reportC and .nancial loss through fraud )xhich is 
a lijely risj of physical harm, serious psychological harm or serious harm to an individualPs 
reputationCW[8]

Senerally, the regime requires the organisation or agency to assess xhether a data breach 
is lijely to result in serious harm xithin :6 days of the suspected eventW

4nless an eIception applies, if an ’11 entity has reasonable grounds to believe that there 
has been an eligible data breach of the entity, it must prepare and provide the M’T2 xith a 
copy of a statement as soon as practicable after the entity becomes axare of the breachW 
Ghe statement must set out the folloxing•

9W the identity and contact details of the entity‘ and

0W a description of the eligible data breachWWW‘ and

:W the jind or jinds of information concerned‘ and

zW recommendations about the steps that individuals should taje in response to the 
eligible data breachW[9]

4nder kection 0-wB of the 1rivacy ’ct, unless an eIception applies, an ’11 entity must taje 
reasonable steps to notify the contents of the statement provided to the M’T2 either•

; to each individual to xhom the relevant information relates‘ or

; to each individual xho is at risj of serious harm from the eligible data breachW

Tf neither of the above is practicable, the ’11 entity must publish the statement on its xebsite 
and taje reasonable steps to publicise its contentsW
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Tf a data breach does occur but is not assessed as lijely to result in serious harm, or xhere 
suKcient remedial action has been tajen to eliminate the lijelihood of serious harm, then 
there xill not be an $eligibleP data breach and there is no requirement for the organisation or 
agency to notify affected individualsW

Ghere are various eIceptions to the requirement to notify affected individuals or the M’T2 of 
a data breach noti.cation, including xhere•

; compliance  by  a  lax  enforcement  body  xould  be  lijely  to  preLudice  its 
enforcement5related activities‘

; noti.cation xould be inconsistent xith a 2ommonxealth secrecy provision‘ and

; the M’T2 grants an eIception )an ’11 entity xould need to apply for such an 
eIceptionCW

BEST PRACTICES FOR CYBER INCIDENT RESPONSE

’ll organisations should have a cyber incident response plan )2T(C to ensure an effective 
response  and  prompt  recovery  in  the  event  of  a  cybersecurity  incidentW  Ghe  M’T2 
recommends that all organisations, including small and medium5siZed businesses, should 
adopt a 2T( as malicious cyber activity against ’ustralian entities is increasing in frequency, 
scale and sophisticationW[10]

Ghe M’T2 has published a $2yber Tncident (esponse 1lan – Suidance F GemplateP and a 
$2yber Tncident (esponse (eadiness 2hecjlistP to assist organisations in developing an 
effective 2T(W[11] Mrganisations should note that this is a general framexorj for a 2T( that 
must align xith their oxn incident, emergency, crisis and business continuity arrangements, 
as xell as Lurisdictional and national cyber and emergency arrangementsW[12] Mrganisations 
should also support personnel to ful.l their roles by outlining their responsibilities and all 
legal and regulatory obligationsW

Ghe M’T2 states that an organisationPs 2T( should include•

; developing a cybersecurity policy or strategy that outlines the organisationPs approach 
to prevention, preparedness, detection, response, recovery, reviex and improvement‘

; allocating and training staff, including a critical incident response team, to be involved 
in managing and responding to cyber incidents‘

; documenting all critical assets, logging all incidents and tracjing all technologies 
used to manage a response‘

; creating processes to support the organisation in meeting its legal and regulatory 
requirements on cyber incident noti.cation, reporting and response‘

; engaging xith third parties to assist in monitoring threats and assessing the 
organisationPs technical systems and processes‘

; maintaining a secure location to store data captured during an incident, xhich could 
be used as evidence of the incident and the adversaryPs tradecraft, and shared xith 
third5party stajeholders if needed‘ and

; creating processes to conduct post5incident reviexs after an incidentW

Ghe M’T2 recommends the developed 2T( be tested and reviexed regularlyW
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Ghe ’ustralian 2yber kecurity 2entre )’2k2C has also published Guidelines for Cyber 
Security Incidents to assist organisations in responding to cybersecurity incidentsW[13] Ghese 
Suidelines provide steps that organisations should taje xhen preparing for, responding 
to and recovering from cyber incidentsW Ghese steps include establishing an incident 
management policy, logging and analysing any suspicious user activity, and ensuring 
cybersecurity staff have access to suKcient data sources and toolsW

Ghe ’2k2PsStrategies to Mitigate Cyber Security Incidents publication also sets out several 
recommended measures for organisations in responding to cybersecurity incidentsW Ghe 
’k2kPs strategies include monitoring or active defensive components, such as .ltering email 
and xeb content, and frequent analyses of dataW[14]

LATITUDE DATA BREACH

Tn Harch 060:, the personal loan and .nancial service provider Batitude suffered one of 
’ustraliaPs largest data breaches in recent historyW Ghe breach affected 9z million customers 
in ’ustralia and Uex [ealandW

Ghe Batitude data breach demonstrated that businesses xithout rigorous cyber practices 
can suffer data breaches and cybersecurity incidents that have a xide5scale impactW

Ghe Batitude breach resulted in the disclosure of customersP and applicantsP personal 
information including driver licence numbers, copies of driver licences and passports, 
passport numbers, account statements and income and eIpense information including banj 
account numbers and credit card numbersW Ghe breach xas the result of a cyberattacjW[15]

Ghe  MKce  of  the  ’ustralian  Tnformation  2ommissioner  has  since  initiated  a  Loint 
investigation into the incident xith the Uex [ealand MKce of the 1rivacy 2ommissionerW Ghe 
Loint investigation is designed to address BatitudePs personal information handling practices 
and xhether Batitude tooj reasonable steps to protect the information it held from misuse, 
interference, loss, unauthorised access, modi.cation or disclosureW

]olloxing cyberattacjs such as this one and those against Mptus and Hedibanj, there has 
been a paradigm shift in viexing the corporationPs role as a custodian of personal information 
on behalf of customersW Ghe ’ustralian Tnformation 2ommissioner, ’ngelene ]alj, noted that 
the $regulatory framexorj needs to shift the dial to place more responsibility on organisations 
xho are the custodians of ’ustraliansP data, to prevent and remediate harm to individuals 
caused through the handling of their personal informationPW[16]

CYBERSECURITY AND INCIDENT RESPONSE TRENDS

’ustralia continues to struggle against rising rates of cybercrimeW

Tn its annual cyber threat report for 060:–060z, the ’ustralian kignals Directorate )’kDC 
stated that the ’2k2 had received more than O3,666 reports of cybercrimeW[17] Ghis xas a 3 
per cent decrease from the previous .nancial yearW Ghe ’2k2 stated that the most commonly 
reported cybercrimes xere identity fraud )0- per centC, online shopping fraud )9E per centC 
and online banjing fraud )90 per centCW[18]

Ghere xas also a decrease in the average cost of cybercrimes reported by businessesW Tn 
060:–060z, the cost of reported cybercrime xas ’Nz8,666 for small businesses, ’N-0,O66 
for medium businesses and ’N-:,666 for large businessesW[19]
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(ansomxare attacjs remain among the most destructive cybercrime threats, having 
increased in ’ustralia by nearly E66 per cent since the start of the covid598 pandemicW keveral 
high5pro.le ransomxare attacjs have resulted in the data of millions of ’ustralians being 
published onlineW[20] Ghese attacjs targeted large institutions, including telecommunications, 
medical and .nancial services providersW

During this recorded period,  the ’2k2 responded to more than 9,966 cybersecurity 
incidentsW[21] Ghe ’2k2 noted that a maLority of these incidents could have been avoided 
xith adequate 2T(W

’ustralian businessesP 2T( shortcomings can be partially attributed to shortages of cyber 
sjillsW[22] Ghe need for cybersecurity eIperts has increased because of surging cybercrime 
and cyber risjsW Tndustry groups believe that the countryPs shortfall  in cybersecurity 
professionals  xill  hit  :6,6666 un.lled  positions  by  060-W  7oxever,  recruiting  these 
professionals xill be a challenge as ’ustralia xill have to compete xith more developed 
marjets in the 4nited &ingdom, the 4nited ktates and 2anadaW

REGULATORY CONSIDERATIONS

7igh5pro.le data breaches and the rise in cybercrime have intensi.ed the focus on ’ustraliaPs 
regulatory issuesW

Ghe M’T2 regulates data protection and privacy in ’ustraliaW[23] Ghe M’T2 has poxers 
under the 1rivacy ’ct to investigate, resolve complaints, maje determinations and provide 
remedies for breaches under the Uoti.able Data Rreach )UDRC schemeW Ghese remedies 
range from enforceable undertajings to civil penaltiesW[24] Ghe M’T2 reported that, during the 
060z .nancial year, it .nalised 96 privacy determinationsW[25]

Ghe M’T2Ps regulation and enforcement have been criticised for being xeaj and ineffectiveW 
Ghe M’T2 has provided limited compensation to claimants in privacy determinations, opting 
to penalise businesses xith lox .nes or an order to issue an apologyW[26] ]urther, the 
regulator has been hesitant to utilise its civil penalty provisionsW Ghe M’T2Ps shortcomings 
have contributed to the xeaj regulatory environment that has resulted in businesses either 
avoiding their compliance obligations or failing to understand their obligationsW[27]

7oxever, the M’T2Ps poxers have been increased by legislative amendments that came into 
effect in Uovember 0600W Tn response to the high5pro.le data breaches, the government 
passed the 1rivacy Begislation ’mendment )Anforcement and Mther HeasuresC Rill 0600, 
xhich amended the 1rivacy ’ctW Ghe amendments provided the M’T2 xith the folloxing 
greater enforcement poxers•

; Ghe M’T2 can request information from an entity regarding its compliance xith the 
UDR scheme or folloxing an actual or suspected data breach of that entityW

; Tf an entity engages in conduct that causes an interference xith the privacy of an 
individual, the M’T2 can maje determinations requiring the relevant entities to prepare 
and publish more detailed statements, including a description of the conduct and the 
steps to be tajen to ensure the conduct is not repeated or continuedW

; Ghe M’T2 can issue infringement notices for non5compliance xith requests for 
informationW

; Ghe ability of the M’T2 to share information xith other enforcement bodies, including 
foreign data protection authorities, has been enhancedW
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; Ghe M’T2 is empoxered to publish certain information if it is in the public interest to 
do soW

Ghe  amendments  also  increased  the  maIimum  penalty  for  serious  and  repeated 
interferences xith privacy to an amount not more than the greater of ’NE6 million, three 
times the value of any bene.t obtained through misuse of the information in question, or 
:6 per cent of the entityPs annual ’ustralian turnoverW Ghe government has also substantially 
increased funding to the M’T2W[28]

Ghere is lijely to be an increase in the M’T2Ps regulatory and enforcement action as a result 
of its increased poxers and funding, coupled xith the public appetite for government action 
against non5compliant entities folloxing the high5pro.le data breachesW

Tn light of the M’T2Ps increased poxers, it xould be prudent for businesses to taje steps 
to ensure that its cybersecurity risj management and controls satisfy the 1rivacy ’ct 
and ’11 requirementsW Ghe M’T2Ps privacy management framexorj helps businesses to 
satisfy their continuing compliance obligationsW Ghe framexorj is drafted in general terms 
to accommodate the varying siZes, services and resources of entities, and includes steps 
such as•

; assigning staff xith responsibility for managing privacy‘

; developing and maintaining processes around the handling, collecting and disposing 
of personal information‘

; regular monitoring and reviexing of privacy processes, policies and notices‘ and

; engaging eIternal assessors and auditors to assess the privacy and risj management 
processes and systemsW

Mn 9- ]ebruary 060:, ’ustraliaPs ’ttorney5Seneral released the Privacy Act Review – Report 
2022, xhich included 99- proposals for reforming the 1rivacy ’ctW[29] Ghis (eport included 
several proposals that xould enhance the M’T2Ps regulatory and enforcement poxers, 
including nex civil penalties, nex poxers concerning investigations, public inquiries and 
determinations and a shorter time frame for entities to report eligible data breaches to the 
M’T2W

Ghe (eport also proposed that the M’T2 should publish guidance to assist businesses to 
understand and implement their obligations and understand the thresholds for enforcement 
actions and consequences for non5complianceW

Ghe 1rivacy and Mther Begislation ’mendment ’ct 060z)2thC gave effect to some of these 
proposals‘ for eIample, the M’T2 xas tasjed xith developing a 2hildrenPs Mnline 1rivacy 
2ode by 96 December 060-, and the M’T2 xas given poxers to issue infringement notices 
and compliance notices, and failure to comply xith such notices can nox give rise to civil 
penaltiesW[30]

LITIGATION CONSIDERATIONS

CIVIL CLAIMS BY INDIVIDUALS

Tndividuals xho have suffered loss or damage because of a businessPs cyber breach or 
data breach have minimal avenues to pursue a direct right to actionW Ghe 1rivacy ’ct is 
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silent on this matterW Gherefore, there has been minimal private litigation in ’ustralia against 
companies and their directors by individuals for data security incidents and breachesW

Tn 0698, the ’ustralian 2ompetition and 2onsumers 2ommission highlighted that the 
minimal litigation xas a result of individuals not having appropriate avenues to pursue private 
actionW[31]

Ghe ’ustralian ’ttorney5SeneralPs Privacy Act Review – Report 2022 proposed a direct right 
of action for individuals xho have suffered loss or damage as a result of interference xith 
their privacyW[32] Ghe proposed action xould allox individuals to seej compensation in the 
]ederal 2ourt or the ]ederal 2ircuit 2ourtW Ghe recommendation is to compensate individuals 
xho suffer loss or damage directly as a result of an organisationPs contravention of its data 
protection obligationsW Ghe report also recommended the introduction of a statutory tort 
for serious invasions of privacy that are intentional or recjless,[33] to xhich the government 
agreed, in principle, in its responseW[34] 4nder the proposal, individuals may claim damages 
for emotional distress even if the invasion of privacy did not cause actual damageW

CLASS ACTIONS

Ghere has been minimal class action litigation activity in ’ustralia concerning cyberattacjsW 
Ghis is because there is no speci.c personal statutory right or cause of action for a claimant 
to maje a claim in respect of a cyber breach or data breachW Gherefore, claimants xill lijely 
have to rely on common lax causes of action, including the tort for breach or invasion of 
privacyW

Ghe 7igh 2ourt of ’ustralia, in Australian Broadcasting Corporation v. Lenah Game Meats 
Pty Ltd,[35] reLected recognising a general right in ’ustralia and a corresponding tort for 
a breach or invasion of privacyW 7oxever, this issue is lijely to be tested again in the 
’ustralian courts by the class action litigations concerning the respective data breaches of 
telecommunications provider Mptus and healthcare provider Hedibanj 1rivate, xhich are 
lijely to unfold during the coming yearW

Mptus is currently being investigated by the lax .rms Haurice Rlacjburn and klater and 
Sordon for potential class action laxsuitsW[36] Ghese investigations follox Mptus data being 
breached folloxing a cyber incident, xith the personal information of millions of ’ustralians 
being compromisedW Mn 99 Mctober 0600, the M’T2 opened an investigation into Mptus over 
the data breachW[37] klater and Sordon .led a group proceeding )class actionC in the ]ederal 
2ourt of ’ustralia against Mptus on 09 ’pril 060:W[38]

MEDIBANK DATA BREACH

Tn Mctober 0600, Hedibanj 1rivate xas targeted in a cyberattacjW Ghe cybercriminals 
accessed and published 066 gigabytes of data containing the personal details of 8W3 million 
current and former customersW

Ghe company is nox facing four separate class action laxsuits, xith Rajer and Hc&enZie 
being the most recent .rm to .le a class actionW[39] Ghe class actions allege that Hedibanj 
breached the privacy of its customers by failing to adequately protect the personal and health 
information of its current and former customersW[40]

Ghe data included personal information such as current and former customersP personal 
details, policy numbers and claims dataW[41] Ghe latter included details of xhere medical 
services xere received and codes relating to diagnoses and proceduresW
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Ghe ’ustralian ]ederal 1olice )’]1C stated that a (ussian hacjing group xas responsible for 
the cyberattacjW[42] Ghe ’]1 2ommissioner said that the group xas responsible for various 
cybercrime incidents and xas run lije a business supported by aKliates and associatesW

Tn December 0600, the M’T2 commenced an investigation into HedibanjPs practices in 
handling personal information in relation to the cyberattacjW Ghe M’T2 said its investigation 
$xill focus on xhether Hedibanj tooj reasonable steps to protect the personal information 
Jit' held from misuse, interference, loss, unauthorised access, modi.cation or disclosurePW[43]

Ghe M’T2 also stated that Hedibanj may be liable for civil penalties of up to ’N0W0 million 
for each contravention if its investigation .nds serious and )orC repeated interferences xith 
privacy in contravention of ’ustralian privacy laxW[44] Ghe results of the investigation are yet 
to be publishedW[45]

Tn Yune 060z, the M’T2 .led civil penalty proceedings against Hedibanj in connection xith 
a data breach that came to light in Mctober 0600W[46] Ghe 2ommissioner alleges that from 
Harch 0609 to Mctober 0600, Hedibanj seriously interfered xith the privacy of 8W3 million 
’ustralians by failing to taje reasonable steps to protect their personal information from 
misuse and unauthorised access or disclosure in breach of the 1rivacy ’ct 98OOW[47]

NOTABLE CIVIL ACTION

Ghe ]ederal 2ourt matter of Australian Securities and Investments Commission v. RI Advice 
Group Pty Ltd[48] xas a signi.cant enforcement actionW Tt is lijely to see an eIpansion of 
the ’ustralian kecurities and Tnvestments 2ommissionPs )’kT2C minimum requirements for 
a corporationPs cybersecurity governance and cyber resilience framexorjW

Mn E Hay 0600, the ]ederal 2ourt made declarations that (T ’dvice Sroup 1ty Btd )(T ’dviceC, 
an ’ustralian .nancial services licensee, breached its licence obligations to act eKciently and 
fairly xhen it failed to have adequate risj management systems to manage its cybersecurity 
risjsW[49]

Ghe  .nding  came  after  nine  cybersecurity  incidents  occurred  involving  authorised 
representatives of (T ’dvice betxeen Yune 069z and Hay 0606W Ghe incidents resulted in the 
potential compromise of con.dential and sensitive personal information of several thousand 
clients and other personsW

’kT2 argued that,  under kection 890’ of the 2orporations ’ct 0669 )2thC,  the $core 
obligationsP for an ’ustralian .nancial services licence holder eItended to cybersecurity, 
xhich required licence holders to have adequate strategies, framexorjs, policies and other 
processes in place to manage cybersecurity and cyber resilience risj for itself and its netxorj 
of authorised representativesW[50] ’kT2 demonstrated that (T ’dvice had not met these 
obligations based on the cyber incidents betxeen Yune 069z and Hay 0606W

Ghe 7onourable Yustice 7elen (ofe recognised that it  is impossible to eliminate all 
cybersecurity risjs, but that directors and oKcers must materially reduce the risj $through 
adequate cybersecurity documentation and controls to an acceptable levelPW[51] ’dequate 
steps for cybersecurity and cyber resilience include identifying relevant risjs in the course 
of providing services, adequate documentation and controls, and having informed technical 
eIperts in the areaW

Ghe matter xas resolved through consent orders that required (T ’dvice to engage a 
cybersecurity eIpert to identify and implement xhat, if any, further measures xere necessary 
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to adequately manage cybersecurity risjs across (T ’dvicePs authorised representative 
netxorjW (T ’dvice xas also ordered to pay ’N3E6,666 toxards ’kT2Ps costsW[52]

Ghe ]ederal 2ourtPs declarations are lijely to shape future enforcement action by ’kT2 and 
other regulatorsW Gherefore, directors and oKcers should ensure that they are implementing 
adequate steps to control cybersecurity and cyber resilience risjs by•

; identifying and understanding the risjs that affect their company and industry‘

; developing adequate documentation, controls and risj management systems xith 
the assistance of technical eIperts‘

; routinely engaging xith a technical eIpert to assess and continually improve the risj 
management processes and controls‘ and

; having an incident response plan to minimise any damage caused by a successful 
data breachW

Ghis is particularly important to directors and oKcers xith a statutory obligation to manage 
risjsW

Tn 060E, ’kT2 reinforced its commitment to cybersecurity enforcement by initiating 
proceedings against ]TTS kecurities for systemic and prolonged cybersecurity failuresW Ghis 
action underscores ’kT2/s ongoing focus on ensuring that ’ustralian ]inancial kervices 
licensees maintain robust cybersecurity framexorjs, building upon the precedent set in the 
RI Advice caseW[53]

TYPES OF THREATS AND THREAT ACTORS

CRIMINAL, NATION STATE, INSIDER (INTENTIONAL AND ACCIDENTAL)

Ghe ’2k2 has identi.ed cybercriminals as the most prominent threats to ’ustraliaPs 
cybersecurityW

Tn 0609–0600, cybercriminals most commonly targeted individuals through methods such 
as online banjing and shopping compromiseW[54] Rusiness email compromise[55] )RA2C 
trended toxards targeting high5value transactions, such as property settlementsW RA2 
xas also used to target the personal information and login details of high5level users in 
businessesW

2ybercrime5as5a5service is an increasing cybercrime threat to ’ustraliaW Ghis system 
encompasses an ever5increasing range of purchasable tools, services and information used 
to facilitate cybercriminal operationsW Ghe ’2k2 reported that this service has loxered the 
barrier to entry for individuals, alloxing individuals xith limited eIperience and access to 
sophisticated devices to engage in cybercrimeW[56]

Ghe Mptus data breach xas part of a string of high5pro.le attacjs on ’ustralian businesses 
by cybercriminalsW[57] Ghese incidents have resulted in millions of ’ustralians having their 
personal information and data illegally accessed and published in forumsW

Ghe ’]1 announced that it xas xorjing xith overseas lax enforcement to identify the 
offenders behind the attacj and to protect the ’ustralian communityW[58] Ghe ’]1 also 
launched Mperation 7urricane to identify the cybercriminals behind the Mptus breach and 
protect ’ustralians from identity fraudW Ghe operation includes a Loint partnership betxeen 
lax enforcement, the private sector and industry to combat the groxing threat of cybercrimeW 
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Mn - Mctober 0600, the ’]1 announced the arrest of one person involved in the cyberattacjW5
[59]

Tn  Uovember 060z,  the ’kD published its  ’nnual  2yber Ghreat  (eport  060:–0zW  Tn 
]%060:–0z, the ’kD received over :-,366 calls to its ’ustralian 2ybersecurity 7otline, an 
increase of 90 per cent from the previous .nancial yearW Ghe ’kD also responded to over 
9,966 cybersecurity incidents, highlighting the continued eIploitation of ’ustralian systems 
and ongoing threat to critical netxorjsW[60] Ghe .ndings reveal a rise in cybercrime activityW

NATION STATE

’s a state, ’ustralia faces threats from various actors including other states, cybercriminal 
groups and individualsW

Ghe ’kD stated in its annual report that ’ustralia is targeted by persistent cyber espionage, 
xhich is often conducted or directed by foreign intelligence servicesW[61] Ghe head of the 
’kD, (achel Uoble, eIpressly stated that espionage is driven by $state5based actors xho are 
sophisticated and capable and they have enormous amounts of money and people to put at 
this endeavourPW[62]J-:'

Tn response to (ussiaPs invasion of 4jraine, the ’2k2 and counterpart agencies in the 4nited 
ktates, 2anada, the 4nited &ingdom and Uex [ealand )collectively the ]ive AyesC released 
a Loint cybersecurity advisory titled $(ussian ktate5kponsored and 2riminal 2yber Ghreats to 
2ritical TnfrastructurePW[63]

Ghe government has also publicly criticised 2hina and Tran for using cyber xarfare against 
’ustralia and its alliesW Tn Yuly 0609, ’ustralia Loined the 4nited ktates, the 4nited &ingdom 
and other countries in levelling accusations at 2hinaPs Hinistry of ktate kecurity for eIploiting 
Hicrosoft AIchange vulnerabilities that brought doxn thousands of computer netxorjs 
xorldxideW ’ fex months later, ’ustralia xas part of a Loint ]ive Ayes advisory in Uovember 
0609 that con.rmed the eIploitation of these vulnerabilities by an Tranian state actorW[64]

INSIDER (INTENTIONAL AND ACCIDENTAL)

Tn the past fex years, data breaches caused by insiders have tended to result from accidental 
actionsW

Ghe ’2k2 reported that, in 0609–0600, the maLority of signi.cant incidents arose in 
organisations that have a lacj of or insuKcient patching )iWeW, outdated softxare and 
operating systemsCW[65] 2ybercriminals used targeted forms of phishing such as RA2 to taje 
advantage of businessesP practices and systemsW

Ghe 060:–0z report noted that compromised credentials xere a common factor in cyber 
incidents, xith :0 per cent of critical infrastructure5related incidents and :6 per cent of 
government sector incidents involving compromised accounts or credentialsW[66]
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